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This Policy

This policy is an important document. The policy wording and schedule together set out the cover provided, the amount
insured and the terms and conditions of your insurance. Please read it carefully and keep it in a safe place.

Your Insurance Broker has arranged this policy for you. If you have any questions about your cover, please contact Your
Insurance Broker for assistance.

Claims Made Policy

This policy is a claims made and notified policy. This means that the policy only covers claims or your losses first made
or sustained by or against you during the period of insurance and notified to us in writing during the period of insurance.
The policy does not provide cover for any claims or losses made or sustained by or against you during the period of
insurance if at any time prior to the commencement of the period of insurance you were aware of facts which might
give rise to those claims or losses being made against you.

Section 40(3) of the Insurance Contracts Act 1984 provides that where the insured gives notice in writing to the insurer
during the period of insurance of facts that might give rise to a claim or loss against the insured, the insurer cannot
refuse to pay a claim or loss which arises out of those facts, by reason only that the claim or loss is made after the
period of insurance has expired.

Your duty of disclosure

Section 21 of the Insurance Co

insurer, you have a duty to di ahly be expected to know,
is relevant to the insurer's \: terms. You have the

same duty to disclose E ] i e a,contract of general
insurance.

If you fail to comp ith'y S ghe enti act in respect
of a claim or loss, 'or v e [C 3 e the option of

The policy requires you to no ; aeioy f f your business, or any
act of insolvency or bankruptcy* \ C) ) ' i i e cancellation, suspension,
termination or imposition of conditig] o pims or losses arising from conduct

which occurs subsequent to the .-' statutory registration, licence,
certification or authorisation under any rele

excluded from indemnity under the policy.
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Limited liability

This policy provides that all claims and losses covered are subject to the policy’s limit of indemnity which is specified in
the policy schedule. Defence costs and expenses, and other costs covered by this policy are included within the limit
of indemnity.

Policy Cancellation

In the event of policy cancellation by you, our cancellation rates will apply. We may cancel this policy at any time in
accordance with the provisions of the Insurance Contracts Act 1984.

Waiver of Rights of Subrogation

The policy provides that you must not, without our prior written consent, enter into any contract or agreement which
exclude, limits or prejudices a right of recovery which you may have in respect of any claim or loss covered under this
policy. Further, you must not do anything or fail to do anything which exclude, limits or prejudices our rights of
subrogation.

Privacy Collection Statement

We are bound by the obligations of e gard 8 collection, use, disclosure and
handling of personal informatio

We collect personal info gl ol > 'de you with relevant
products and services, o , enable us to provide,

administer, and mana i ) \We may disclose
personal information ountries outside
Australia). These ing rovudln elevant products

and services. We i 2d 3 1"the-policy ) your agents. By

providing your pg
If you do not prBvide all @ ou withiour products and
services, considef your app under thelpolicy. Your

When you prot/' i in ! 3y individuals, aware of
that disclosure S ) laiters set out | i i e consented to

To obtain a hard
please contact us

raise standards of pract ice . Code can’ be obtained from
www.codeofpractice.co

How to make a complaint

If you have a complaint about an insurance producti ice you have received from us, including the
settlement of a claim, please contact your intermediary to |n|t|ate the complaint with us. If you are unable to contact your
intermediary, call us on (07) 3442 3333.

We will ask you to complete a Complaint Report Form and your complaint will be reviewed by our Internal Review Panel
free of charge.
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We will keep you informed of the progress of our review at least every 10 working days and give you our response in
writing within 15 working days provided we have all necessary information and have completed any investigation
required.

In the unlikely event that this does not resolve the matter or you are not satisfied with the way your complaint has been
dealt with, you should contact the Compliance Manager at:

Lloyd's Australia Limited
Level g, 1 O'Connell Street,
Sydney NSW 2000

Telephone: (02) 8298 0783

You will be advised whether your dispute will be handled by either Lloyd's Australia or the Complaints Department at
Lloyd's in London.

Where you are a retail client and your dispute is eligible for referral to the Australian Financial Complaints Authority
(AFCA), your dispute will be reviewed by a person at Lloyd's Australia with appropriate authority to deal with your dispute.

AFCA will review our decision in accordance with their terms of reference. You are not bound by their decision. However,
we are bound to act immediately on AFCA's decision. This is a free service provided by an independent body. Brochures
outlining the operations of AFCA are available from fol nC|l of Australla in your State or Territory. You
can phone the AFCA from anywhere in Au

Australian Financial Complaints A
Level 12 717 Bourke St Docklang
Melbourne Vic 3008

Email: info@afca.org.au

Where you are a retaj G a\wholesale client,

Lloyd's Australia wi ] ] i iaise dirgatly with you.
In this case, you i ; ferral must'occur within 6
months of the fin e i il be providedby the,Complaints

progress of our review of yo t : particular
dispute will depe . ~ € ritten respaonse to your
dispute within 15 ‘ ' i , Ay i infe i completed any

Definitions
Apart from in the ings, S 2 : a tached to them,
such as “you" and : i i g ious initions o ensure that

Payment of premium

You undertake that the premium will be paid inTu US X « of this policy (or, in respect of

instalment premiums, when due).

If the premium due under this policy has not been paid to us by the 30th day from the inception of this policy (and, in
respect of instalment premiums, by the date they are due) we shall have the right to cancel this policy by notifying you
via your broker in writing. In the event of cancellation, premium is due to us on a pro rata basis for the period that we are
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on risk but the full policy premium shall be payable to us if there is a loss or a notification of a claim or circumstance
prior to the date of termination which later gives rise to a valid claim under this policy.

We will give you not less than 14 days prior notice of cancellation via your broker. If premium due is paid in full to us
before the notice period expires, notice of cancellation shall automatically be revoked. If not, the policy shall
automatically terminate at the end of the notice period.

If any provision of this clause is found by any court or administrative body of competent jurisdiction to be invalid or
unenforceable, such invalidity or unenforceability will not affect the other provisions of this clause which will remain in
full force and effect.

Service of suit

In the event of a dispute arising under this policy, underwriters at your request will submit to the jurisdiction of any
competent court in the Commonwealth of Australia. Such dispute shall be determined in accordance with the law and
practice applicable in such court.

Any summons notice or process to be served upon undenwriters may be served upon:

ASR Underwriting Agencies Pty Ltd
PO Box 491
Beenleigh Qld 4207

who has authority to accept service and jg & of underwriters, and who is
directed at your request to give a wg Se a0 gnce to be filed on behalf of
underwriters.

If a suit is instituted against al.d wcourt or any competent

appellate court.
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Our Agreement

Section 1: Insuring clause

We shall cover you for claims and losses up to the limit of indemnity shown in the policy schedule including claimants'
costs and expenses, first made against or sustained by you in the course of your business within the territorial limits
during the period of insurance and notified to us in writing, for;

Section 2: Your losses
2.1. Breach of personal data

Your loss arising after the retroactive date where you discover or suspect a breach has occurred. We shall cover;
a. Breach forensic costs;

b. Legal fees incurred by you to manage the response to the breach;

c. Costs you incur to notify each affected data subject of the breach;

d. Costs you incur in notifying any regulatory body, including the Office of the Australian Information
Commissioner of the breach wherauaE '-.‘-g-‘.;n do8Geuey Law or regulation;

e. Costs you incur to use a thige ronmaffected data subjects, following
notification of the breg

f.  Credit monitoring

provided that they are inc
result of any breach caug

2.2. Hacker damagg

a grammes Qr data you
b.
we will pay/all the r
repairing your computefsysti ith the
same cont

2.3. Cyber ext$

a. ; ( onsent, fop'advising you on the

Section 3: Claims made against you
3.1. Privacy infringement claim

If, after the retroactive date specified in the schedule:
a. any party brings a claim against you for your actual or alleged:
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i. breach, violation or infringement of any right to privacy, consumer data protection law, or other legal
protection for personal data;
ii. breach of duty to maintain the security or confidentiality of personal data;
iii. breach of any duty of confidence, including in respect of any commercial information; or
iv. breach of any contractual duty to maintain the security or confidentiality of personal data, or
b. you are the subject of a privacy investigation;
we will pay:

a. the amount agreed by you and us through good faith negotiation, mediation or some other form of
alternative dispute resolution to settle a claim or the amount to satisfy a judgment or arbitration award
against you;
any regulatory award; and
privacy forensic costs, privacy investigation costs and defence costs.

Section 4: Defence costs and expenses

4.1. Defence costs and expenses, privacy forensic costs, privacy investigation costs and credit monitoring costs which are
included within the limit of indemnity.

Section 5: Our limit o
5.1 Our total liability

Our total liability under,

The aggregat | S :
investigations, and i i C) g i i i as to whether

Section 6: Exclusions

We will not cover you for any liability directly or indirectly due to;

6.1. Assumed duty or obligation
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any duty, obligation or liability incurred, entered into or assumed by you which is not incurred, entered into or assumed in
the normal conduct of your business.

6.2. Contractual terms and warranties
a. any express agreement, warranty, indemnity, waiver or guarantee;
b. any warranty or agreement providing a greater liability or a longer period of liability than that given under the
original contract and to which such warranty or agreement is supplemental.

6.3. Credit monitoring costs
credit monitoring costs unless:

a. arising from a breach of a data subject’s National Insurance number, driver's licence number or other
government issued identification number that can be used, in combination with other information, to open a new
financial account; or

b. you are required by any law or regulation to provide credit monitoring or credit protection services.

6.4. Death and bodily injury

death, bodily injury, psychological injury, emotional distress or anguish, shock, sickness, disease or death sustained by
any person, unless such damage arises solely a of privacy covered under clause 3.1

Privacy information claim. ..

6.5. Defamatory statements

any statement you knew, time o ation.

6.6. Directors and offj
any breach by you g 0 2] r, director, secretaryzor officer of a body
corporate. .

6.7. Dishonesty

any fraudulent, dishones ICiQuUS Or uct int& d e harm to another persen or business, or any
knowing or wilfullviolation of & law, Mwhet itted by you or committ whose conduct lation of
the law you haY atified or actively con any act new, or reasonably ought to have known at the time you
performed it,\xf uldhgive rise to ajclaim, Pss, h, priv: investigationfor illegal threat to your business.

6.8. Fines and penalties A

taxes, fines or penalties, punitive, ra . ; mplary or othler non-
\
=y [
6.9. Hack by an individual -
~ ‘ N
any individual haeker thatfalls within the definition ofyou ?{oh ible to'y ‘
‘I

6.10. Insolvency
your insolvency or the iRsol of your s
6.11. Investment and financ

a. Depreciation or loss of inve ts wheh the de i oss isas a t ny fluctuations in any

financial, stock or commodity markets» n suchffluctuatiops outs luence or control of you.
b. Any actual or alleged dealings of any k ich jt.is sou ect the price of, or market in, any shares

or debentures of any company or commodity or currency, or of any negotiable instrument, other than dealings
carried out in accordance with the laws, rules and regulations applicable to such dealings.

c.  Any regulated activities as defined by the Australian Securities and Investments Commission , as amended from
time to time.
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6.12. Intellectual property, patent or trade secrets
theft or infringement, misappropriation or disclosure of any intellectual property, patent or trade secret.

6.13. Jurisdiction

any claim brought (or the enforcement of any judgment or award entered against you) in the courts of the United States
of America or Canada or their dominions or protectorates or territories in which it is contended that the laws of the United
States of America or Canada should apply.

6.14. Land, Buildings and transport
from the ownership, possession or use by you of land, buildings, property (mobile or immobile), aircraft, watercraft,
vessels or by vehicles, whether mechanically propelled or othenwise.

6.15. Liability to employees

any employment dispute directly or indirectly based upon, attributable to or in consequence of bodily injury, mental
injury, sickness, disease or death or any breach of any obligations owed by you as an employer for discrimination,
harassment, unfair treatment or unfair dismissal or failure to promote any employee.

6.16. Media liability
media liability made by any person or entié " o or persons responsible to you.

6.17. Nuclear
a. Loss or destruction g g Ratsoever resulting from
or arising from or \

6.18.
any liability for ) on of
liabilities of any, e ari " \ ' ‘ 1 0 a breach,

any liability arising ) i Py Mg tity with whom you'have provided
professional advice

6.20. Pollution
actual, alleged or threat
liquid, gaseous, or therma

fumes, acids, alkalis, chemicals a
irritant or contaminant, includin
or detoxification thereof.

0,.Smoke, vapours, sogt,
‘en OF Services perfermed in relation to any

6.21. Prior knowledge of claims and circumstane
a. claims or losses breaches, privacy investigations, or illegal threats of any kind covered under this policy (including
defence costs and expenses, privacy forensic costs, privacy investigation costs and credit monitoring costs) first
made, threatened, intimated or sustained against you prior to the period of insurance;
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b. any situation or circumstance of which you first became aware prior to the period of insurance or which you ought
reasonably to have been aware of prior to the period of insurance which may give rise to a liability under this policy
and which was known or ought to have been known by you prior to the period of insurance.

6.22. Products
you or persons responsible to you having supplied, manufactured, constructed, altered, repaired, treated, sold, recalled,
fabricated, distributed, installed or maintained any goods or products.

6.23. Property Damage

based upon or attributable to damage to property (except data covered under clause 2.2 Hacker damage).

6.24. Reckless conduct
any conduct committed by you in reckless disregard of another person's or business' rights.

6.25. Related parties

any claim brought by any person or entity within the deﬂmtlon of you orany party with a financial, executive or

managerial interest in you, including any parent comps hich you have a financial, executwe or
managerial interest. This exclusion does no - H
arising out of your business.

6.26. Routine privacy invesii

Y

any privacy investigation a [ e ew any internal
investigation or any inve il ) ed'to an alleged breach of
privacy by you.

6.27. Seizure a

any failure or inté
provider but no

6.29. Territo'

any claim or loss
expenses, privac 3
territorial limits, i j jard,jor which are

6.30. Trading debts

any claim arising from
undertaking given by yo

(regardless of any other cause or event contributing to the liability)and/or any action taken in controlling, preventing or
suppressing the aforementioned risks.

This exclusion also applies to any liability for any claim or loss covered under this policy and/or costs including defence
costs and expenses, privacy forensic costs, privacy investigation costs and credit monitoring costs on account of any
claim or loss directly or indirectly caused by, resulting from or in connection with any action taken in controlling,
preventing, supressing or in any way relating to the risks in the above paragraph.
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Section 7: Important Conditions
7.1 Alteration to risk
Notwithstanding the notification provisions of this policy, you must notify us within the period of insurance of any

material alteration to the risk including but not limited to any material change in the nature of or cessation of the
business.

7.2 Assignment
You must not assign this policy or any rights under this policy without our consent by way of endorsement to form part
of this policy.

7.3 Authorisation

The insured named in the policy schedule shall act on behalf of all insureds with respect to the giving and receiving of
notices under this policy, including the giving of notice of any claim or loss, the payment of the premium, the receipt and
acceptance of any endorsements attaching to and forming part of this policy.

7.4 Confidentiality

You shall not disclose the terms of this polig
a. Tothe extent that you are reg

demonstrate to such reg

been satisfied, or
b. That the existence
be disclosed to
maintain age
reasonably
claim agai
Tothee
withheld

ium paid to any third party except:
ity as may be necessary to
0 ts of such authority have

If you shall know
otherwise, you W
fraudulent reque

respect of any claim orloss;"as*regards amountior
#N jn relation to whigh there has'been a false or

of a claim or loss uhder thi
aich is relevant tofthe cla
et

D

policy is calculated
or loss, or to which
orm us ofthe extént’to which it is entitled
ect.advicelis.payable to you.

7.8 Indemnity to employees \ - 2 P )

At your reasonable request, we will cover any"employee provided the employee, as though they were you, observes
and complies and is subject to the terms of this policy.

you would have been entit
to an input tax credit, and a Bitity arisin

7.9 Notification to law enforcement authorities

You must inform, or allow us to inform, the appropriate law enforcement authorities where any illegal threat was made,
and keep us fully informed of all developments concerning any illegal threat or ransom demand.
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7.10 Other insurance

The insurance provided by this policy shall apply only in excess of any other valid insurance, with the sole exception of
any insurance written as specific excess insurance over the limit of indemnity provided by this policy.

7.11 Sanctions

We shall not be deemed to provide cover and shall not be liable to pay any claim or provide any benefit to the extent
that the provision of cover, payment of claim or provision of benefit would expose us to any sanction, prohibition or
restriction under United Nations resolutions or the trade or economic sanctions, laws or regulations of the European
Union, United Kingdom or United States of America.

11.4 Senior Counsel
In the event that;

a. Werecommend settlement of a claim and you do not agree to the settlement of the claim and you decide to

contest the claim; or

b.  You wish to settle a claim and we do not agree to the settlement of the claim;
Senior Counsel (agreed upon by you and us or failige ‘% W@sbesnominated by the Chairman for the time
being of the Bar Council or where appropa i r in any other applicable jurisdiction)
shall advise whether the claim sho costs, prospects of success
and the damages and costs like, Ryercial interest. The costs of
this exercise will be allocateg 8 and the parties will abide by
that allocation. This cond]
alternative dispute resg

7.12 Several liabilit ‘
Where there is moje™ i J ik : icy, i ers' abligations are
several and not jq indi S e ible for the
subscription of g

713 Subrogatic):

a. Where dve against

any party i
b. You rights of subrogation,
inclur;l’]l yand other
c. Anyre mit of
indemni ST
d. We will ) eformer pringi ‘b loyee under this
policy unle i act or
omission.
7.14 Take over and merg
In the event of a take-overg y another entity such that you
are not the surviving entity and 5,0r(b) control more than
half the voting power or (c) hold ™ all apply only to any claim
or loss arising from your business cartje er, unless we otherwise agree.

7.15 Third party rights

A person who is not a party to this policy has no rights under the Contracts (Rights of Third Parties) Act 1999 or any amendment
or re-enactment thereof to enforce any term of this policy.

7.16 Waiver or amendment
The terms of this policy shall not be waived or amended except by endorsement to form part of this policy.
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Section 8: Claims conditions

8.1 Claims notification

You shall notify the nominee named in the policy schedule as soon as practicable within the period of insurance, or at
the latest within 21 days of receipt of any claim, or loss, breach, privacy investigation, or illegal threat made against
you, or an employee or persons responsible to you during the period of insurance.

8.2 Co-operation

As soon as practicable following receipt by you, you must deliver to the nominee named in the policy schedule any
preliminary letter of claim, pre-action protocol letter, claim form, other legal procedural documents, summons,
arbitration notice or other similar correspondence and documents to those described. You shall provide us with all
information and assistance that we and our representatives and others appointed by us may reasonably require.
Compliance with this condition will be at your own cost.

8.3 Legal defence and settlement
a. We are entitled but not obliged to assume the legal defence of any claim covered under this policy in your
name and we shall have full discretion in managing any negotiation or proceedings as to the resolution of such

claim

b. We shall be entitled to select and g ) elale e “represgqtatives that will defend and represent
you or employee in respect -~ .

c.  Subject to the condition T Nir

d.  You agree in relation ttle any such claim,

make any admissig K or potential claim or

Section 9: Def

Word

Breach
regulation to make any notification of such unauthorised acquisition, access,
use or disclosure.

Breach forensic costs Means following a possible breach, the costs you incur for computer forensic

analysis conducted by outside forensic experts to confirm the breach and
identify the affected data subjects, as well as outside legal fees necessary
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for the preservation of the lawyer-client privilege of forensic reports and
findings.

Business means the business as specified in the policy schedule and/or declared in
the proposal to us.

Circumstance means something that may result in a claim against you.

Claim means any written or oral demand for monetary damages or other relief
including non-pecuniary relief or any civil, arbitration or adjudication
proceedings including any counterclaim or appeal.

Cloud provider Any entity providing hardware or software services to you over the internet
including the provision of software as a service, infrastructure as a service or
platform as a service.

Computer systems Any computer network, hardware, software, information technology and
communication em:inekding any email. intranet, extranet or website.

Credit monitoring costs provide one year of credit

es to each affected data

Data subject

Defence costs and

Endorsement
Excess

GST (and input ta ct 1099
Hacking attack authorised electrogic act including but not
r phishing’ Trojans hotnets worms
somware gracking or’ phreaking that
employee or persons

Illegal threat

damage, destro Jor orrupt your computer system, programmes or

data you hold electronically, or any programmes or data for which
you are responsible, including by specifically introducing a virus; or

b. disseminate, divulge or use any electronically held commercial
information which:

ASR UNDERWRITING AGENCIES | ABN 84 113 542 233 | AFSL 291522 Cyber Liability Wording Page 15 of 19



i.  youare responsible for;

ii. isnotin the public domain; and

iii.  will cause commercial harm if made public;

following any unauthorised external electronic access by that third-party.

Investigation means a civil, criminal, administrative or regulatory examination, investigation
or other proceeding conducted by any official body or institution empowered
under statute to investigate your affairs. Investigation does not mean routine
regulatory supervision, inspection or compliance reviews. Proceedings
includes an appeal against the outcome of any initial proceedings

Investigation costs means reasonable fees, costs and expenses (except remuneration of any
employee or persons responsible to you) incurred with our consent (which
shall not be unreasonably withheld) in connection with preparing for and
attending an investigation.

Limit of indemnity as specified in the policy schedule or as

0 o cover you within the terms and

Loss(es)
Media liability
|
|
\
reliance gf failure
i y, broadcast,
L to the public
PCI Charges
of any nature arising as a
a Security Standards due to a
, Ine on to card reissuance or fraudulent
transactions.
Period of insurance means the time for which this policy is in force as stated in the policy

schedule.
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Personal data Any non-public individually identifiable information about a data subject,
including but not limited to such information protected by the Privacy Act
1988 (Cth) or any similar or successor legislation.

Persons responsible to you means locum, consultant, sub-consultant or agent or self-employed person
appointed by you to perform services on your behalf so as to enable you to
perform your business.

Policy means this policy wording, the policy schedule and any endorsements.

Policy schedule means the document attaching to or incorporated into this policy wording
and headed policy schedule and bearing the policy number applicable to
this insurance.

Pollution means any substance, solid, liquid, gaseous or thermal irritant or contaminant
including but not limited to smoke, vapours, soot, fumes, acids, alkalis,
chemicals and waste materials. Waste materials include, but are not limited
to, recyclasii 7--«1 Selamed materials.

Premium

Privacy forensic costs clause 31, the

dur prior written

Privacy investiga icj ] i icial-i ‘ brought
r Privacy

gatind™s
inve

Programmes

Proposal

Regulatory award

yy?v ny national, federal, state or
iCensing organisation, if insurable in the

jurisdiction where a d was first ordered, but not including PCI
charges.

Retroactive date means the date specified against the retroactive date in the policy
schedule.
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Subsidiary An entity that has been identified in your proposal for this policy and of
which you own more than 50% of the book value of the assets or of the
outstanding voting rights as of the first day of the period of insurance.

Territorial limits The territorial limits specified in the schedule

Terrorism means an act of terrorism including but limited to the use of force or violence
and/or the threat of any person or group of persons, whether acting alone or
on behalf of or in connection with any organisation or government,
committed for political, religious, ideological or similar purposes including the
intention to influence any government and/or to put the public, or any
section of the public in fear.

Virus means a piece of unauthorised executable code which propagates itself
through a computer system.

We, us, our ASR Underwriting Agencies Pty Ltd

You, your means

Section 10:

sole arbitrator (to be muttial§ a UEnd us or failing agfeement to be appointed By the Chairman for the
tlme belng ofth Bar Co nm‘n th . j icy WasHiss K0 ¢ shall be

Furthermore, ij
arbitration bef

the time being
be binding on a

Section 11: Interpré
In this policy;

a. reference to any Act, statute or'sta isi i o that provision as amended, re-
J \¢ e of the inception of this policy:;
b. if any term, condition, exclusion or endorsement or'| reof is found to be invalid or unenforceable the
remainder shall be in full force and effect;
c. headings herein are for reference only and shall not be considered when determining the meaning of this policy.
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