Underwriting
Agencies

Policy Wording

CYBERPLUS LIABILITY

ASR Undenrwriting Agencies ABN 84 113 542 233 AFSL 291522

Coverholder at [EUEGNERN




Underwriting
Agencies
THIS POLICY .ot - e 3
How to make a complaint.........cc..cc.......... R ... o... SRR ... 5
Section 1: INSUNNG CLAUSE .......... I Y. 1. T .- o ooeeeeeeeennenneenenssensss s 7
Section 2: Your LOSSes ... Y .. ... 0.5 ......... e e e B 7
Section 3: Claims ma T, i T W S S o — 8
Section 4: Defenc 1S and G .. A L 8
Section 5: Our li MIEINAY R /N S SN S SN, S S S 8
Section 6:; Exclusions........ ' ...................................................................................................................................................................... 9
Section 7: Impc{r ant Conditions...f....... ... RN " S SRININIINIIN § S ISR——— e S 4 S—" 12
Section 8: Clai conditions......s.....ccoe. ™
\
Section 9: Definlionss.......oodvierecrn?
Section 10: Govefnin w and Disputes Clau ot .. R Ry CRRTSR Smee S e 19
B 4
Section 11 Interpret@tion...... ™t il g g T R e ey oy N ... 20
.l
ASR Underwriting Agencies Pty Lt > ) Version:
ABN 84 113 542 233 AFSL 291522 01062018
25 Main St Beenleigh Qld 4207 - o
PO Box 491 Beenleigh Qld 4207 Effective:
Ph 07 34423333 Fax 07 38076839 01/06/2018
Email enquiries@asruw.com.au
\WWebsite http.//www.asruw.com.au
ASR UNDERWRITING AGENCIES | ABN 84 113 542 233 | AFSL 291522 CyberPlus Liability Wording Page 2 of 2



This Policy

This policy is an important document. The policy wording and schedule together set out the cover provided, the
amount insured and the terms and conditions of your insurance. Please read it carefully and keep it in a safe place.

Your Insurance Broker has arranged this policy for you. If you have any questions about your cover, please contact Your
Insurance Broker for assistance.

Claims Made Policy

This policy is a claims made and notified policy. This means that the policy only covers claims or your losses first made
or sustained by or against you during the period of insurance and notified to us in writing during the period of insurance.
The policy does not provide cover for any claims or losses made or sustained by or against you during the period of
insurance if at any time prior to the commencement of the period of insurance you were aware of facts which might
give rise to those claims or losses being made against you.

Section 40(3) of the Insurance Contracts Act 1984 provides that where the insured gives notice in writing to the insurer
during the period of insurance of facts that might give rise to a claim or loss against the insured, the insurer cannot
refuse to pay a claim or loss which arises out of those facts, by reason only that the claim or loss is made after the
period of insurance has expired.

Your duty of disclosure

Section 21 of the Insurance @ t general insurance with an
insurer, you have a duty tg el reasol be expected to know,
is relevant to the insure, € ,ifiso, up Ltérms. You have the

The policy requires you to' our business, or any
act of insolvency or bankrupte ancellation, suspension
termination or imposition of condli s arising from conduct
which occurs subsequent to the ca

certification or authorisation under any rele governing your business is

excluded from indemnity under the policy.
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Limited liability

This policy provides that all claims and losses covered are subject to the policy’s limit of indemnity which is specified in
the policy schedule. Defence costs and expenses, and other costs covered by this policy are included within the limit
of indemnity.

Policy Cancellation

In the event of policy cancellation by you, our cancellation rates will apply. We may cancel this policy at any time in
accordance with the provisions of the Insurance Contracts Act 1984.

Waiver of Rights of Subrogation

The policy provides that you must not, without our prior written consent, enter into any contract or agreement which
exclude, limits or prejudices a right of recovery which you may have in respect of any claim or loss covered under this
policy. Further, you must not do anything or fail to do anything which exclude, limits or prejudices our rights of
subrogation.

Privacy Collection Statement

We are bound by the obligationg S COlE , use, disclosure and
handling of personal informajg

Australia). These igttica S, an( ) Atee i iding kelevant products
and services. We jili2 i G L
providing your pg .l.

services, conside olicy. Your
Duty of Disclos'Ll

When you pro{/i aware of
that disclosure; a nd have consented to

To obtain a hard
please contact u

We and underwriters at S ractice. The purpoésg’of the Code is to
raise standards of practicéia ¢ py of the Code can/bg’obtained from
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How to make a complaint

If you have a complaint about an insurance product issued by us or a service you have received from us, including the
settlement of a claim, please contact your intermediary to initiate the complaint with us. If you are unable to contact your
intermediary, call us on (07) 3442 3333.

We will ask you to complete a Complaint Report Form and your complaint will be reviewed by our Internal Review Panel
free of charge.

We will keep you informed of the progress of our review at least every 10 working days and give you our response in
writing within 15 working days provided we have all necessary information and have completed any investigation
required.

In the unlikely event that this does not resolve the matter or you are not satisfied with the way your complaint has been
dealt with, you should contact the Compliance Manager at:

Lloyd's Australia Limited
Level 9,1 O'Connell Street,
Sydney NSW 2000

Telephone: (02) 8298 0783

You will be advised whether your dispute c{s A ia or the Complaints Department at
Lloyd's in London. .

Where you are a retail client a Complaints Authority
(AFCA), your dispute will be, oplfiate au i deal with your dispute.
AFCA will review our de arg net bound decision. However,
we are bound to act i vided By an indepen body. Brochures
outlining the operati oyeil of Australia in youk Statejor Territory. You
can phone the AFC an \write at: \ \.>4

Australian Finan mpl

Level 12 717 Bo St Do

Melbourne Vic 8 /

Email: info@afcaorg.au l

Where you ar | retail client and your di%put t eligib r referral to the AFCA, or Where yod are a wholesale client,
Lloyd's Australia will refer your disputitdihe/Comp artment at Uloyd's, who will then lia %e direatly with you.

In this case, youimay be eligible for refi Ci buds rvice (UK). Such referral must occur within 6
months of the final decision by/th m t t at Lloyd's. Fdrther [ i e Complaints
Department with their final decision to % |

Your dispute willbe owledged in writing I Siness. eipt,@nd you will be Kept informed of the
progress of our reYiew of dispute ajleast every day of time requifed to resolve a particular
dispute will depend on the indiVidual issties raised, however ig gnos willkeceive a full written reSponse to your
dispute within 15 business days of reteipt, provided d Al necessa i ve'completed any
investigation required:

This service is free of charge t licyholders

Definitions

Apart from in the various headings: appeafing'i p icy hav ecifie’'meanings attached to them,
such as “you" and “us’. When readin licy please make S ref various definitions to ensure that

you understand what is being said.
How to notify a claim or loss

You shall notify us as soon as practicable within the period of insurance or at the latest within 21 days of receipt of any
claim, loss, breach, privacy investigation, illegal threat or interruption covered under sections 2 & 3 of this policy.
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Payment of premium

You undertake that the premium will be paid in full to us within 30 days of inception of this policy (or, in respect of
instalment premiums, when due).

If the premium due under this policy has not been paid to us by the 30th day from the inception of this policy (and, in
respect of instalment premiums, by the date they are due) we shall have the right to cancel this policy by notifying you
via your broker in writing. In the event of cancellation, premium is due to us on a pro rata basis for the period that we are
on risk but the full policy premium shall be payable to us if there is a loss or a notification of a claim or circumstance
prior to the date of termination which later gives rise to a valid claim under this policy.

We will give you not less than 14 days prior notice of cancellation via your broker. If premium due is paid in full to us
before the notice period expires, notice of cancellation shall automatically be revoked. If not, the policy shall
automatically terminate at the end of the notice period.

If any provision of this clause is found by any court or administrative body of competent jurisdiction to be invalid or
unenforceable, such invalidity or unenforceability will not affect the other provisions of this clause which will remain in
full force and effect.

Service of suit

In the event of a dispute arising ug A 3 o the jurisdiction of any
competent court in the Com e c®dance with the law and
practice applicable in such g

ASR Undenwriting

PO Box 491

Beenleigh Qld 42

who has authorityto acc 2 g 1.-15 ¢

directed at you X aking to you that it will causé ppearance to be filed opdoehalf of

underwriters. ,’

If asuitis institll
appellate cour’.

\
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Our Agreement

Section 1: Insuring clause

We shall cover you for claims and losses up to the limit of indemnity shown in the policy schedule including claimants'
costs and expenses, first made against or sustained by you in the course of your business within the territorial limits
during the period of insurance and notified to us in writing, for;

Section 2: Your losses
2.1. Breach of personal data

Your loss arising after the retroactive date where you discover or suspect a breach has occurred. We shall cover;

a. Breach forensic costs;

b. Legal fees incurred by you to manage the response to the breach;

c. Costs you incur to notify each affected data subject of the breach;

d. Costs you incur in notifying any regulatory body, including the Office of the Australian Information
Commissioner of the breach where you are required to do so by law or regulation;

e. Costs you incur to use a third party call eienquires from affected data subjects, following
notification of the breach to s "subj =

f.  Credit monitoring costs;

provided that they are incurred ; &y loss which arises as a
result of any breach caused j

2.2. Business interrup

Your loss of income 55 ing, [ lely and directly
from an interruptioy i iog 9 ) i ar than the time
excess, due to;

a. thej usly blocking electrohically the

cally; or

2.3. Hacker damag
Your loss Ja

a. ta you
b.

we will pay &

repairing yo with the

2.4. Cyber extortion

The cost of a ranso d is for goods or
services, their marke

a.

b.

c om or the surrender of the goods

or services.
We will also pay:
a. the fees of our appointed consultant, incurred by you with our prior written consent, for advising you on the
handling and negotiation of the ransom demand; and
b. the amount of any stolen ransom, where such theft occurs at or in transit to the agreed location for payment
of the ransom.
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Section 3: Claims made against you
3.1. Privacy infringement claim

If, after the retroactive date specified in the schedule:
a. any party brings a claim against you for your actual or alleged:
i. breach, violation or infringement of any right to privacy, consumer data protection law, or other legal
protection for personal data;
ii. breach of duty to maintain the security or confidentiality of personal data;
iii. breach of any duty of confidence, including in respect of any commercial information; or
iv. breach of any contractual duty to maintain the security or confidentiality of personal data, or
b. you are the subject of a privacy investigation;,
we will pay:

a. the amount agreed by you and us through good faith negotiation, mediation or some other form of
alternative dispute resolution to settle a claim or the amount to satisfy a judgment or arbitration award
against you;
any regulatory award; and
privacy forensic costs, privacy investigation costs and defence costs.

Section 4: Defence cog

4.1. Defence costs and expe
included within the ling

monitoring costs which are

N\

Our total liabilit i n a i policy schedule for;
i and interruption or;

b. is i i i ¢ ; your-ingefmesdliring the period of indemnity and

costs and expenses you pay out of youri ing the period of indemnity.

c. We will also pay for increased costs of working. You must bear the time excess in respect of each
covered interruption.
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5.3 Policy excess

The policy excess stated in the policy schedule applies in respect of;
a. Each and every claim, loss, breach, privacy investigation, illegal threat, and interruption or;

b. Al claims, losses, breaches, privacy investigations, illegal threats, or interruptions arising out of or in
connection with the same originating cause or source, or

c. Al losses for which indemnity is available, including all defence costs and expenses, privacy forensic
costs, privacy investigation costs and credit monitoring costs arising out of or in connection with the same
originating cause or source;

falling to be dealt with under the insuring clause. Our limit of indemnity is over and above the policy excess.

Section 6: Exclusions

We will not cover you for any liability directly or indirectly due to;

6.1. Assumed duty or obligation L
any duty, obligation or liability incurr ich i rred, entered into or assumed in
the normal conduct of your busi

6.2. Contractual terms an
a. any express ag

b. any warranty iod of liability,than th iven under the
original con d ental.
6.3. Credit monit costs
credit monitorin sts
a. arising a br f a data ce number, driver's licence number ar ot
gover! nt issuedMtentification at can be fised, in ination wit (other information, pen a new
financiallaccount; o
b. you alJe required by any law or g to provillelcredit monitaring or credit protection services.
6.4. Death and| odily inj \
\ \
death, bodily in}. ry, psychologicaliinjur o tress or anguish, shock, s i stained by
any person, unless such damage arise ly S geh ation of breach of privacy covergd under clause 3.1
Privacy information elaim. -0y |
~
4 -
6.5. Defamatory statements \ = J
‘I
any statement you k , or ought reas ly to hav effilnatory at the time of publicatio

6.6. Directors and office /
any breach by you of a perSgnal du ed sol , director, secret. r officer of a body

corporate.

6.7. Dishonesty N\ - )

any fraudulent, dishonest, malicious or crimina u dedto ca to another person or business, or any
knowing or wilful violation of a law, whether committed by ommitted by another whose conduct or violation of

the law you have ratified or actively condoned or any act you knew, or reasonably ought to have known at the time you
performed it, would give rise to a claim, loss, breach, privacy investigation, illegal threat or interruption to your business.

6.8. Fines and penalties
taxes, fines or penalties, punitive, aggravated, multiple, exemplary or other non-compensatory damages.
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6.9. Hack by an individual

any individual hacker that falls within the definition of you or persons responsible to you.

6.10. Insolvency

your insolvency or the insolvency of your suppliers or sub-contractors.

6.11. Investment and financial

a. Depreciation or loss of investments when the depreciation or loss is as a result of any fluctuations in any
financial, stock or commodity markets when such fluctuation is outside the influence or control of you.

b. Any actual or alleged dealings of any nature by which it is sought to affect the price of, or market in, any shares
or debentures of any company or commodity or currency, or of any negotiable instrument, other than dealings
carried out in accordance with the laws, rules and regulations applicable to such dealings.

c.  Any regulated activities as defined by the Australian Securities and Investments Commission , as amended from

time to time.
6.12. Intellectual property, patent or trade
theft or infringement, misappropriation opg et | atent or trade secret.

6.13. Jurisdiction
any claim brought (or the e
of America or Canada or tj
States of America or Ca

ts of the United States
natithe laws of the United

6.14. Land, Build

from the ownershig

any employme

6.17.

6.18. Payment Card Industry (PCI) charges
any liability for charges, fines, penalties, levies, costs, expenses, assessments, contractual damages or imposition of
liabilities of any nature arising as a result of your failure to comply with PCI Data Security Standards due to a breach,
including any sums in relation to card reissuance or fraudulent transactions.
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6.190. Professional duties
any liability arising from a breach of a professional duty made by any individual or entity with whom you have provided
professional advice or professional services.

6.20. Pollution

actual, alleged or threatened pollution, seepage, contamination, discharge, dispersal, release or escape of any solid,
liquid, gaseous, or thermal irritant or contaminant including, but not limited to, smoke, vapours, soot, dust, fibres, bacteria,
fumes, acids, alkalis, chemicals and waste or any actual or alleged advice given or services performed in relation to any
irritant or contaminant, including but not limited to testing, monitoring, treatment, containment, cleaning up, neutralising
or detoxification thereof.

6.21. Prior knowledge of claims and circumstances
a. claims or losses breaches, privacy investigations, illegal threats or interruptions of any kind covered under this
policy (including defence costs and expenses, privacy forensic costs, privacy investigation costs and credit
monitoring costs) first made, threatened, intimated or sustained against you prior to the period of insurance;
b. any situation or circumstance of which you first became aware prior to the period of insurance or which you ought
reasonably to have been aware of prior to the petiod.of insurance which may give rise to a liability under this policy
and which was known or ought to hg o th jod of insurance.

6.22. Products .
you or persons responsible tg ok 1 d, treated, sold, recalled,
fabricated, distributed, instg \

6.23. Property Dam

based upon or attril

any conduct co [ dusiness' ri

6.25.

any claim bro
managerial int )
managerial inte} ¢ HE ird4party/directly
arising out of yo

\

6.26. Routine

any privacy inves lion ‘ i any internal
investigation or an i iviti breach of
privacy by you.

government or public or loCa y : a Fblock access to your
computer system.

6.28.  Service providers

6.29. Territorial limits

any claim or loss, breaches, privacy investigations, illegal threats, and interruptions including defence costs and
expenses, privacy forensic costs, privacy investigation costs and credit monitoring costs brought outside the
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territorial limits, including proceedings brought within the territorial limits to enforce a judgment or award, or which are
based on a judgment or award from outside the territorial limits.

6.30. Trading debts
any claim arising from or directly or indirectly attributable to any trading debt or trading loss or any guarantee or
undertaking given by you for a debt or performance of any obligation by a third party.

6.31. War and terrorism

any claim or loss, breaches, privacy investigations, illegal threats, and interruptions arising from or directly or indirectly
attributable to war, invasion, acts of foreign enemies, riot, hostilities, terrorism, or war like operations whether declared or
not, civil war, rebellion, revolution, insurrection, civil commotion amounting to an uprising, military or usurped power
(regardless of any other cause or event contributing to the liability) and/or any action taken in controlling, preventing or
suppressing the aforementioned risks.

This exclusion also applies to any liability for any claim or loss covered under this policy and/or costs including defence
costs and expenses, privacy forensic costs, privacy investigation costs and credit monitoring costs on account of any
claim or loss directly or indirectly caused by, resuLtmg from or in connection with any action taken in controlling,
preventing, supressing or in any way relating to the 1e

Section 7: Importan
7.1 Alteration to risk
Notwithstanding the ) ‘ ic i ance of any

material alteration tg
business.

7.2 Assignment
You must not as i i ) o form part

claim against you or \ >
c. Tothe extent that we consent to's i 3 oyttt consent not to be unreasonably
withheld. -

7.5 Document management

We may hold the proposal (including any attachments thereto) and any documents relating to this insurance and any
claim or loss in electronic form and may destroy the originals. An electronic copy of any such document will be
admissible in evidence to the same extent as, and carry the same weight as, the original.
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7.6 Fraudulent claims

If you shall knowingly make any false or fraudulent request in respect of any claim or loss, as regards amount or
otherwise, you will forfeit the right to cover only of the actual claim in relation to which there has been a false or
fraudulent request.

7.7 Goods and Services Tax

The premium includes an amount for GST. Our liability to you in respect of a claim or loss under this policy is calculated
less any input tax credit to which you are entitled for any acquisition which is relevant to the claim or loss, or to which
you would have been entitled had it made a relevant acquisition. You must inform us of the extent to which it is entitled
to an input tax credit, and any GST liability arising from your provision of incorrect advice is payable to you.

7.8 Indemnity to employees
At your reasonable request, we will cover any employee provided the employee, as though they were you, observes
and complies and is subject to the terms of this policy.
7.9 Notification to law enforcement authorities
You must inform, or allow us to inform, the approRis '% Shauthorities where any illegal threat was made,
and keep us fully informed of all developpa ==t W om demand.

o o~

—

7.10 Other insurance

The insurance provided by ( g he sole exception of
any insurance written as 9 o bv-thi

7.11 Sanctions
We shall not be deg g i nefitto the extent
that the provision gff€over, pak ; ionrprahibition or
restriction under regulations ofithe\European
Union, United Kigi®

7.12 Senior Cou sel l
In the event that; A
]
a. Were m d settlement of Jclaim and 0% of the claim and you decide to

contest the claim; or
b. You

\ ]
\ i

Senior Counsel (@ d by the Chairman for the time

being of the Bar ¥ NCi g ingi rafﬁaia bfigny similar bodyin any othef applicable jurisdiction)
shall advise whether the i e SQL i 3 Cjt all likely costs, prospectsof success
and the damages a /€ 8lit. andYyour commercial intérest. The costs of
this exercise will bea g ir j Yuitable is.and the parties will abide by

that allocation. This cehditionlapplies ta - b have e hausted all appropriate forms of

alternative dispute resot (b) of you'applies.

713 Several liability of insure /

Where there is more than one ins he policy schedule bing to thiS poliey:insurers’ obligations are
several and not joint and are limited“sg to thejextent of their ifoMraUal subscriptighs We are not responsible for the
subscription of any co-subscribing insurer who-far any reason does noe saﬁy ett'ocrpart of their obligations.

714 Subrogation

a.  Where we have paid a claim or loss covered under this policy, we will be entitled to any rights you have against
any party in relation to the claim or loss to the extent of our payment.
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b.  You must assist us and provide information as we may reasonably require to exercise our rights of subrogation,
including bringing any action or suit in your name. This may include providing and signing statements and other
documents and the giving of evidence.

c.  Any recovery received shall be applied first against any claim, loss or costs insofar as it exceeds the limit of
indemnity, then against any payment made by us, and finally against the policy excess.

d.  We will not subrogate against any current or former principal, partner, member, director or employee under this
policy unless that person is found to have committed a criminal, fraudulent, malicious or dishonest act or
omission.

7.15 Take over and mergers

In the event of a take-over or merger where there is a sale or a merger with or acquisition by another entity such that you
are not the surviving entity and no longer: (a) control the composition of the board of directors or (b) control more than
half the voting power or (c) hold more than half of the issued share capital then this policy shall apply only to any claim
or loss arising from your business carried out prior to the date of such take-over or merger, unless we otherwise agree.

716 Third party rights

A person who is not a party to this policy has no rights under the Contracts (Rights of Third Parties) Act 1999 or any amendment
or re-enactment thereof to enforce any term of this peligyE =

——
7.17 Waiver or amendment
The terms of this policy shall no

Section 8: Clairg ./

>
8.1 Claims notificatj
You shall notify thg inee i fiCtie ithi jod surance, or at
the latest within 21 days of receipt of reat or interruption
made against yor anle ) 0

8.2 Co-operatio
As soon as pra ot i eceipt , i ed in the policy schedule any
preliminary lette documents, summons,
arbitration notii ou shall provide us with all

8.3 Legal defen

a. Wearee : in your
name and r is€retion i a =gO or prig¢ gedings asfto the resollition of such
claim )

b. We shall be i ARPR ‘ S e i ill defend and represent
you or employee

C. Subject to the cond :

d.  You agree in relatio in ) \ orsettle any such claim,
make any admission, offer p : aim or potential claim or
loss, or incur any costs in ecti i m , S uch consent not to be
unreasonably withheld;

e.  You must not disclose the nature or te y on unless required to do so by law or in

compliance with the rules of their regulatory body, oot|at|ng a contract with any client unless we have
agreed to the disclosure in writing;

f.  We shall not be liable for any settlement, costs, admission, offer, payment or assumed obligation without our
consent, such consent not to be unreasonably withheld;
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We may at any time pay to you the limit of indemnity (having deducted any sums already paid) or any lesser
amount for which such claim or loss may be settled and having paid that sum we shall relinquish the control of
the claim and be under no further liability in connection with the claim or loss;

Prior to settling any claim or loss within the policy excess you shall obtain from the claimant a signed form of
discharge in full and final settlement of the claim or loss and you shall advise us of the final amount for which
the claim or loss was settled or resolved.

You must ensure that our rights of recovery against a third-party are not unduly restricted or financially limited
by any term in any of your contracts. If you do not, we may reduce any payment we make under this section by
an amount equal to the detriment we have suffered as a result.

Section 9: Definitions

Word

Breach

Breach forensic cost:

Business

Circumstance|

Claim

Cloud provider

Computer systems

Credit monitoring costs

Special meaning

Means the una
-

ition, access, use or disclosure of, or the loss
or the 10

npreuises the security or privacy of that

Ma services to you ov
B . ' |
erVige, infrastructure.a

ollowing
enitoring services orothe efvices to each affected data

Data subject Any natural person who is the subject of personal data

ASR UNDERWRITING AGENCIES | ABN 84 113 542 233 | AFSL 291522 CyberPlus Liability Wording Page 15 of 15



Defence costs and expenses

Employee

Endorsement
Excess

GST (and input tax)

Hacking attack

Illegal threat

| b
' iii.

| followin

Income \

a I’;’

means any fees, expenses, costs and disbursements incurred in investigating,
adjusting, settling or defending a claim that may be covered by this policy.
Your internal or overhead expenses or the cost of your time is not included.

means any person employed by you under a contract of service or

apprenticeship during or prior to the commencement of the period of
insurance.

means a change to the terms of the policy
means the amount specified in the policy schedule.

Means those words in A New Tax System (Goods and Services Tax) Act 1999
(as amended).

means any malicious specific or unauthorised electronic act including but not

limited to depi iCe ing spear phishing Trojans botnets worms
bru I gofing . ware cracking or phreaking that
i rt ny employee or persons

tér system, programme
() mes or data fer which ™
peci introducing a virus;

ny e onically held commerdial

lic domaig; and
will cise ercial | if made public;
authorise nal electrohic access by that third—Larty.
e 0SS you sustain eriod of restoration as a direct
r t 0 ayse of loss{ Income do i :
y#logs arising out of a physical cause pr natural peril,
inClori ot limitsd toffire, wind, water, flood,
> idetic WK
Any logs or rising eut of updating 'y mputer
vel beyo sted bgfore the
f loss.
ies of consequential da es;
rties for whatevertedson, including
gal costs,an expenses of any type;
Fine mposed By law;
6. Co enses incurrgdo identify, patch, or remediate
o oftware gram effor, your computer system

vu
7. Loss of goodwill or reputational harm;

Costs to upgrade, redesign, reconfigure, or maintain your computer
system to a level of functionality beyond that which existed prior to the
covered cause of loss.
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Increased costs of working The reasonable and necessary costs and expenses incurred by you for the
sole purpose of minimising the reduction in income from your business
during the time excess, but not exceeding the reduction in income saved.

Investigation means a civil, criminal, administrative or regulatory examination, investigation
or other proceeding conducted by any official body or institution empowered
under statute to investigate your affairs. Investigation does not mean routine
regulatory supervision, inspection or compliance reviews. Proceedings
includes an appeal against the outcome of any initial proceedings

Investigation costs means reasonable fees, costs and expenses (except remuneration of any
employee or persons responsible to you) incurred with our consent (which
shall not be unreasonably withheld) in connection with preparing for and
attending an investigation.

Limit of indemnity means our maximum total liability as specified in the policy schedule or as
may be specifically endorsed to this policy to cover you within the terms and
conditiog =

Loss(es)

Media liability

|
|
I

|

PCI Charges

Period of insurance orce as stated in the policy

Period of restoration The period of time commencing on the date when the interruption,
degradation in service, or failure of your computer system began, and
ending on the earlier of:

1. The date when your computer system is restored or could have
been repaired or restored with reasonable speed to the same
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condition, functionality and level of service that existed prior to the
covered cause of loss, plus a maximum of thirty (30) additional
consecutive days after the restoration of your computer system to
allow for restoration of your business; or

2. One hundred and twenty (120) consecutive days after the notice of
the covered cause of loss is received by Us

Personal data Any non-public individually identifiable information about a data subject,
including but not limited to such information protected by the Privacy Act
1988 (Cth) or any similar or successor legislation.

Persons responsible to you means locum, consultant, sub-consultant or agent or self-employed person

appointed by you to perform services on your behalf so as to enable you to
perform your business.

Policy means this policy wording, the policy schedule and any endorsements.

Policy schedule 13 O iacorporated into this policy wording

Pollution o h f t or contaminant

are not limited

Premium

Privacy investigal

against a

Programmes : i i hen executed by

Proposal 7 1S : Lye0-te" us together with any other

have been takeni onsideration by us when deciding whether to provide
this Insurance and upon what terms.

Regulatory award Following a privacy investigation, any civil or regulatory sanctions, fines,
penalties, disgorgement of profits, treble damages or multiple damages,
including but not limited to those imposed by any national, federal, state or
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local governmental body or any licensing organisation, if insurable in the
jurisdiction where such award was first ordered, but not including PCI

charges.

Retroactive date means the date specified against the retroactive date in the policy
schedule.

Subsidiary An entity that has been identified in your proposal for this policy and of

which you own more than 50% of the book value of the assets or of the
outstanding voting rights as of the first day of the period of insurance.

Territorial limits The territorial limits specified in the schedule

Terrorism means an act of terrorism including but limited to the use of force or violence
and/or the threat of any person or group of persons, whether acting alone or
on behalf of or in connection with any organisation or government,
committed for political, religious, ideological or similar purposes including the

intention to influence _any_government and/or to put the public, or any

section SESRSINERHC 1 foar— S

Time excess ' excess, being the period

Virus pfepagates itself

We, us, our

You, your mean

sole arbitrator (to be ) , C >hairman for the
time being of the Ba € as issued) whose/degision shall be

Furthermore, in the event'gf i e , policy such ispute"é all be referred to
arbitration before a sole arb eement to be appointed by the Chairman for
the time being of the Bar Coune iea e policy was issded) whose decision shall
be binding on all parties.

As an alternative to the above paragrap
recognised mediation service if you and w

Disputes arising from or in connection with this policy shall be subject to the jurisdiction of the laws of Australia and the
State or Territory where the policy was issued.
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Section 11: Interpretation
In this policy;

a. reference to any Act, statute or statutory provision shall include a reference to that provision as amended, re-
enacted or replaced from time to time whether before or after the date of the inception of this policy;

b. if any term, condition, exclusion or endorsement or part thereof is found to be invalid or unenforceable the
remainder shall be in full force and effect;

c. headings herein are for reference only and shall not be considered when determining the meaning of this policy.
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